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1. [bookmark: _Toc221325661][bookmark: _Toc221328040][image: ]Videó elérése és rövid összefoglaló magyar nyelven
Protective Behaviours - Online safety and learning disabilities (7,3 perc)
https://www.youtube.com/watch?v=1nzwFsw5Tn0
A videó tanulságait két szintre bonthatjuk: az egyik a technikai/biztonsági oldal, a másik pedig az érzelmi/emberi felelősség. Mivel a videó kifejezetten a "Protective Behaviours" (Védekező viselkedésiformák) szemléletmódra épül, a fő üzenete az, hogy a biztonságunk jelentős részben a saját döntéseinken múlik.
Íme a legfontosabb tanulságok:
[bookmark: _Toc221262386]1. A digitális lábnyom örök és irányíthatatlan
A videó egyik legsúlyosabb tanulsága, hogy amit egyszer feltöltesz vagy elküldesz az interneten, az felett elveszíted az ellenőrzést. Cassie azt hitte, csak egy embernek küldi el a képet, de az pillanatok alatt bárki számára elérhetővé vált. Az internet nem felejt.
[bookmark: _Toc221262387]2. A profil nem egyenlő a személlyel
Soha nem tudhatod biztosan, ki ül a másik oldalon. John példája megmutatja, hogy még egy alapvetően nem "gonosz" szándékú ember is (aki csak tetszeni akart) képes súlyos visszaélést elkövetni. Az online világban bárki felvehet egy vonzó maszkot.
[bookmark: _Toc221262388]3. A bizalommal való visszaélés súlyos következményei
A videó rávilágít, hogy a "catfishing" (másnak kiadni magunkat) és a privát képek megosztása nem "csínytevés", hanem:
· Jogi kategória: A rendőrség lefoglalhatja az eszközöket, és büntetőjogi következményei lehetnek.
· Érzelmi pusztítás: Cassie bizalma és önbecsülése teljesen összetört, amit John bűntudata már nem tudott meg nem történté tenni.
[bookmark: _Toc221262389]4. A "Nem érzem magam biztonságban" jelzés fontossága
A Protective Behaviours program egyik alapköve, hogy mindenkinek joga van a biztonsághoz. A videó arra tanít, hogy ha egy online kérés (például egy kép küldése) kényelmetlen érzést vált ki belőled, akkor az egy figyelmeztető jel, amire hallgatnod kell.
[bookmark: _Toc221262390]5. Az őszinteség és önelfogadás hiánya veszélyes
John azért kezdett el hazudni, mert nem volt elégedett önmagával. A videó tanulsága, hogy a belső bizonytalanságunk sebezhetővé tesz minket: vagy mi válunk áldozattá, vagy mi magunk követünk el hibákat, hogy másnak tűnjünk.
Összegezve: A videó arra int, hogy az online térben legyünk sokkal gyanakvóbbak, őrizzük a magánszféránkat, és értsük meg: egyetlen gombnyomásnak beláthatatlan következményekkel járhat az életünkre nézve.


2. [bookmark: _Toc221325662][bookmark: _Toc221328041]English-English Vocabulary Guide 
[bookmark: _Toc221262392][bookmark: _Toc221325663][bookmark: _Toc221328042]A2 Level: Foundational Safety (The Basics)
Account: A personal profile on a website or app (like Facebook or Gmail) that requires a username and password.
Block: To stop a specific person from seeing your profile or sending you messages.
Password: A secret word or string of characters used to prove who you are.
Private: Information that is only for you or a small group, not for the public.
Stranger: A person you have never met and do not know in the real world.
Username: A unique name you use to identify yourself on a computer system or social media.
[bookmark: _Toc221262393][bookmark: _Toc221325664][bookmark: _Toc221328043]B2 Level: Digital Citizenship & Technical Risks
Catfishing: The act of creating a false online identity to trick or deceive others, often for romantic or social gain.
Cyberbullying: Using digital devices (phones, computers) to send or post text or images intended to hurt or embarrass another person.
Malware: Short for "malicious software"; programs designed to damage, disrupt, or gain unauthorized access to a computer.
Phishing: A scam where criminals send fake emails or texts that look real to steal passwords or credit card numbers.
Ransomware: A type of malware that locks your computer files and demands money (a ransom) to unlock them.
Two-Factor Authentication (2FA): A security process that asks for two different ways to prove your identity (e.g., a password plus a code sent to your phone).
[bookmark: _Toc221262394][bookmark: _Toc221325665][bookmark: _Toc221328044]C1/C2 Level: Advanced Concepts & Jurisprudence
Data Breach: An incident where sensitive, protected, or confidential data is copied, transmitted, viewed, or stolen by an unauthorized person.
Digital Footprint: The permanent and traceable set of activities, contributions, and communications manifested on the Internet or digital devices.
Encryption: The process of converting information into a secret code to prevent unauthorized access.
Identity Theft: The fraudulent acquisition and use of a person's private identifying information, usually for financial gain.
Online Disinhibition Effect: A psychological phenomenon where people say or do things online that they would never do in a face-to-face conversation.
Social Engineering: The use of deception to manipulate individuals into giving away confidential information or personal data.
3. [bookmark: _Toc221262396][bookmark: _Toc221325666][bookmark: _Toc221328045][bookmark: _Toc221262397]Lesson Plan: Staying Safe Online. Level: A2 (Simple English)
Duration: 45 minutes
Topic: Social media safety and cyber security
[bookmark: _Toc221262398]1. Warm-up (5 minutes)
Discussion: Ask the students:
Which social media apps do you use?
Do you accept friend requests from people you don't know? Why/Why not?
[bookmark: _Toc221262399]2. Video Activity (15 minutes)
Watch Video 1: Protective Behaviours - Online safety
Task: Students fill in the first worksheet while watching (True/False).
Watch Video 2: Cyber Security Essentials (Short segments)
Task: Identify 3 types of cyber-attacks mentioned (Phishing, Ransomware, etc.).
[bookmark: _Toc221262400]3. Group Discussion (10 minutes)
Divide the class into small groups.
Ask them: "What was Cassie’s mistake? What should John have done differently?"
[bookmark: _Toc221262401]4. Worksheet & Quiz (15 minutes)
Distribute the printable worksheet (see below).
Students complete the "Match the term" and "Advice" sections.


[bookmark: _Toc221262402][bookmark: _Toc221325667][bookmark: _Toc221328046]Student Worksheet: Online Safety
Name: ____________________ Date: __________
[bookmark: _Toc221262403][bookmark: _Toc221325668]Part 1: True or False? (Based on Video) Read the sentences and circle T (True) or F (False).
1. John used his real photo on Facebook. ( T / F )
2. Cassie felt happy when her photo was on the internet. ( T / F )
3. The police took John’s laptop. ( T / F )
4. You can always trust a person’s profile picture. ( T / F )
[bookmark: _Toc221262404][bookmark: _Toc221325669]Part 2: Match the Words
Match the cyber security word to its meaning.
	Word
	Meaning

	1. Phishing
	A. A very strong secret code to open your account.

	2. Password
	B. Fake emails that try to steal your login info.

	3. Malware
	C. A person who tries to break into your computer.

	4. Hacker
	D. Dangerous software or viruses.


[bookmark: _Toc221262405][bookmark: _Toc221325670]Part 3: Give Advice
What should you do? Write "YES" or "NO" next to the ideas.
· ____ Send a photo of yourself to a stranger.
· ____ Use a password like "123456".
· ____ Tell your teacher if someone is mean to you online.
· ____ Change your passwords every few months.
· ____ Give your home address to an online friend.
[bookmark: _Toc221262406][bookmark: _Toc221325671]Part 4: The Golden Rule
Complete the sentence: "Before I click 'Send', I must think: Is this ______________?" (Choice: safe / funny / loud)


[bookmark: _Toc221328047][bookmark: _Hlk221327376]ANSWER KEY (FOR TEACHERS)
· T/F: 1-F, 2-F, 3-T, 4-F
· Matching: 1-B, 2-A, 3-D, 4-C
· Advice: NO, NO, YES, YES, NO
· Golden Rule: safe


4. [bookmark: _Toc221262408][bookmark: _Toc221325673][bookmark: _Toc221328048][bookmark: _Toc221262409]Lesson Plan: Digital Ethics and Cyber Resilience. Level: B2 (Upper-Intermediate)
Duration: 45 minutes
Topic: Navigating Online Risks and the Consequences of Cyber Misconduct
[bookmark: _Toc221262410][bookmark: _Toc221325674]1. Introduction: The "Digital Footprint" (5 minutes)
Discussion: Introduce the concept of a digital footprint. Ask students:
To what extent are we responsible for how others use the data we share?
Is "catfishing" always malicious, or can it be a symptom of deeper social anxiety?
[bookmark: _Toc221262411][bookmark: _Toc221325675]2. Critical Video Analysis (15 minutes)
Video (The Human Element): Focus on the psychological aspect.
Task: Identify the "Turning Point." At what exact moment did the situation escalate from a lie to a crime?
Video (The Technical Element): Focus on infrastructure.
Task: Note the difference between "social engineering" (phishing) and "technical attacks" (malware).
[bookmark: _Toc221262412][bookmark: _Toc221325676]3. Case Study Debate (10 minutes)
Split the class into "Prosecutors" and "Defenders."
Scenario: John claims he had no intention of hurting Cassie; he was just lonely.
Debate: Does John's lack of intent reduce his legal and moral responsibility?
[bookmark: _Toc221262413][bookmark: _Toc221325677]4. Advanced Worksheet (15 minutes)
Distribute the worksheet below focusing on vocabulary and situational judgment.


[bookmark: _Toc221262414][bookmark: _Toc221325678][bookmark: _Toc221328049]Student Worksheet: Cyber Security & Ethics
Name: ____________________ Date: __________
[bookmark: _Toc221262415][bookmark: _Toc221325679]Task 1: Technical Vocabulary
Match the term with its professional definition.
1. Social Engineering ___
2. Ransomware ___
3. Data Breach ___
4. Multi-Factor Authentication (MFA) ___
· A security system that requires more than one method of authentication to verify the user’s identity.
· The psychological manipulation of people into performing actions or divulging confidential information.
· An incident where confidential or protected data is copied, transmitted, or viewed by an unauthorized individual.
· A type of malicious software designed to block access to a computer system until a sum of money is paid.
[bookmark: _Toc221262416][bookmark: _Toc221325680]Task 2: Ethical Situations (Short Answer)
Read the following scenarios and provide a B2-level response (2-3 sentences).
1. The "Lurker": You notice a friend is using a photo of a minor celebrity as their profile picture to gain more followers. Do you confront them? Why or why not?
2. The "Chain Reaction": A private photo of a classmate is sent to you in a group chat. What is the most ethical way to handle this to stop the spread?
[bookmark: _Toc221262417][bookmark: _Toc221325681]Task 3: Analysis of "Protective Behaviours"
Based on the video, explain the following concept in your own words: "The right to feel safe all the time." How does this apply to our digital lives when we are pressured to share content?
[bookmark: _Toc221262418][bookmark: _Toc221325682]The Professional Code: 3 Steps to Digital Resilience
1. Verify Identities: Always assume a degree of anonymity exists online. Never share sensitive assets without real-world verification.
2. Encrypted Communication: Use platforms with end-to-end encryption for private discussions.
3. Incident Reporting: Understand the local laws regarding "Image-Based Sexual Abuse" and "Computer Misuse" to know when to involve authorities.


[bookmark: _Toc221328050]ANSWER KEY (FOR TEACHERS)
Task 1: 1-B, 2-D, 3-C, 4-A.
Task 2: (Sample) "I would advise them to change it because it's a violation of identity and could lead to legal issues regarding impersonation."
Task 3: (Sample) "It means we should never feel coerced into digital actions that cause us anxiety. We must set boundaries to protect our mental well-being."


5. [bookmark: _Toc221262420][bookmark: _Toc221325684][bookmark: _Toc221328051]Lesson Plan: Cyber-Psychology and Digital Jurisprudence. Level C1/C2 (Advanced/Proficiency)
Duration: 60 minutes 
This lesson plan is designed for C1/C2 (Advanced/Proficiency) level students. The focus shifts from simple safety to cyber-psychology, legal frameworks, and the socio-technical implications of digital behaviour.
Topic: Deception, Digital Liability, and the Architecture of Online Vulnerability
[bookmark: _Toc221262422][bookmark: _Toc221325685]1. Seminar Opening: The Paradox of Online Identity (10 minutes)
· Abstract Discussion: Discuss the Online Disinhibition Effect. Why do individuals like John James feel emboldened to bypass social norms when behind a screen?
· Concept: Is "online safety" a technical problem or a behavioural one?
[bookmark: _Toc221262423][bookmark: _Toc221325686]2. Comparative Media Analysis (15 minutes)
· Video (Human Centric): Analyse the power dynamics. John exploits Cassie's need for validation.
· Task: Evaluate the term "catfishing" vs. "social engineering." How does John’s behaviour map onto the stages of digital grooming?
· Video (Infrastructural Centric): * Task: Critique the "security-by-design" philosophy. Does the current architecture of social media platforms facilitate the types of attacks mentioned (phishing, ransomware)?
[bookmark: _Toc221262424][bookmark: _Toc221325687]3. Case Law & Ethical Inquiry (15 minutes)
· Group Task: Apply the "Harm Principle" to the videos.
· Question: In many jurisdictions, "Non-consensual sharing of intimate images" is a felony. Should the platform (Facebook/Meta) be held legally liable for failing to prevent the dissemination of the image, or is the liability solely on the user?
[bookmark: _Toc221262425][bookmark: _Toc221325688]4. Advanced Synthesis Worksheet (20 minutes)
[bookmark: _Toc221262426]

[bookmark: _Toc221325689][bookmark: _Toc221328052]Student Worksheet: The Anatomy of Digital Risk
Name: ____________________ Date: __________
[bookmark: _Toc221262427][bookmark: _Toc221325690]Section 1: Terminological Precision
Define the following concepts and explain their relevance to the "John and Cassie" case study:
1. Identity Theft vs. Impersonation:

2. The Persistence of Data (Digital Permanence):

3. End-to-End Encryption (E2EE): (How would this have changed the police investigation?)

[image: Kép erről: the social engineering lifecycle]Getty Images
[bookmark: _Toc221262428][bookmark: _Toc221325691]Section 2: Critical Essay Prompt
Respond to the following prompt in approximately 150 words:
"The video Protective Behaviours emphasizes the victim's agency (their 'right to feel safe'). However, in the era of deep fakes and advanced phishing, can individual 'behaviour' ever be a sufficient defence against systemic digital exploitation? Critique the balance between personal responsibility and corporate accountability."
[bookmark: _Toc221262429][bookmark: _Toc221325692]Section 3: Mitigating Advanced Threats
Identify the defensive strategy for the following sophisticated attacks:
· Attack: A Spear-Phishing campaign targeting high-level executives.
· Defence: _______________________________________________________________
· Attack: A Zero-Day vulnerability used for Ransomware.
· Defence: _______________________________________________________________
[bookmark: _Toc221262430][bookmark: _Toc221325693]The Advanced Practitioner’s Protocol
1. Zero-Trust Architecture: Operate on the assumption that any network or identity can be compromised.
2. Legislative Awareness: Familiarize yourself with the General Data Protection Regulation (GDPR) and local Cybercrime Acts.
3. Digital Mindfulness: Recognize the "gamification" of social interactions that leads to risky oversharing.


[bookmark: _Toc221262431][bookmark: _Toc221325694]Teacher’s Evaluation Guide:
· Section 1: Look for nuances: Identity theft usually involves financial gain; impersonation (as seen in the video) involves social/emotional deception.
· Section 2: High-scoring answers should mention that while behaviour is the "first line of defence," the "burden of safety" should also be shared by platform developers.
· Section 3: Key terms include Sandboxing, Heuristic Analysis, and Multi-layered Authentication.


6. [bookmark: _Toc221262432][bookmark: _Toc221325695][bookmark: _Toc221328053]Student Worksheet: Spelling Practice: Cyber Security Terms
Name: ____________________ Date: __________
[bookmark: _Toc221262433]Task 1: Word Scramble
Rearrange the letters to find the correct spelling.
1. D O R W S S A P → ____________________ (Definition: A secret code to enter a site)
2. I S H I N G P H → ____________________ (Definition: Fraudulent emails trying to steal data)
3. W A R E L A M → ____________________ (Definition: Malicious software)
4. C K B L O → ____________________ (Definition: To prevent someone from contacting you)
5. C Y P T I O N E R N → ____________________ (Definition: The process of encoding data)
[bookmark: _Toc221262434]Task 2: Missing Vowels
Complete the words by adding the missing vowels (A, E, I, O, U).
1. C __ T F __ S H __ N G (Pretending to be someone else online)
2. R __ N S __ M W __ R __ (Software that locks files for money)
3. H __ C K __ R (An unauthorized person who breaks into systems)
4. F __ R __ W __ L L (A digital wall that protects a network)
5. P R __ V __ C Y (The state of being free from public attention)
[bookmark: _Toc221262435]Task 3: Spelling Correction
In each sentence, one word is spelled incorrectly. Circle it and write the correct spelling on the line.
1. The police confiscated the leptop from the suspect’s house. → __________
2. You should never disclose your home adres to people you meet online. → __________
3. He created a facke identity to gain her trust. → __________
4. Please inspect the email atachment carefully before clicking it. → __________
5. She realized too late that she had lost controll over her image. → __________
[bookmark: _Toc221262436][bookmark: _Toc221325696]Task 4: Advanced Multiple Choice (C1 Level)
Identify the ONLY correctly spelled word from each group.
1. A) Annonymity | B) Anonymity | C) Anonimity
2. A) Dissemination | B) Disemination | C) Disseminasion
3. A) Soshial Engineering | B) Social Enginering | C) Social Engineering
4. A) Authentication | B) Authenticacion | C) Autentication
5. A) Vulnerability | B) Volnerability | C) Vullnerability
[bookmark: _Toc221262437][bookmark: _Toc221328054]ANSWER KEY (FOR TEACHERS)
Task 1: 1. PASSWORD, 2. PHISHING, 3. MALWARE, 4. BLOCK, 5. ENCRYPTION
Task 2: 1. CATFISHING, 2. RANSOMWARE, 3. HACKER, 4. FIREWALL, 5. PRIVACY
Task 3: 1. laptop, 2. address, 3. fake, 4. attachment, 5. control
Task 4: 1-B, 2-A, 3-C, 4-A, 5-A


7. [bookmark: _Toc221262438][bookmark: _Toc221325697][bookmark: _Toc221328055]Student Worksheet: Online Safety Quiz - Questions
1. Why did John James decide to pretend to be someone else on Facebook?
· A) Because he forgot his own password.
· B) Because he didn't feel confident or good-looking enough.
· C) Because he wanted to become famous.
· D) Because of a bet with his friends.
2. How old is John James according to his introduction at the beginning of the video?
· A) 16 years old
· B) 18 years old
· C) 20 years old
· D) 21 years old
3. Why did Cassie accept the friend request from the boy (John's fake profile)?
· A) Because they had met in person before.
· B) Because he looked handsome and friendly in his profile picture.
· C) Because they had many mutual friends.
· D) Because the boy claimed they were relatives.
4. What did John ask from the girl during their conversation to test her trust?
· A) To send him money.
· B) To give him her home address.
· C) To send a photo of herself without a top on.
· D) To meet him in the park for a date.
5. What happened to Cassie's photo after she sent it to John?
· A) John deleted it immediately.
· B) It ended up on the internet and spread to everyone.
· C) Facebook automatically blocked the image.
· D) Only John's close friends could see it.
6. What consequences did John have to face for his actions?
· A) Only his parents punished him.
· B) The police took his laptop and he had to attend a lecture on internet safety.
· C) He was expelled from college.
· D) Nothing happened; he just had to apologize.
7. How did Cassie feel when she found out her picture was on the internet?
· A) She was angry and wanted revenge.
· B) She was very upset and didn't know what to do.
· C) She didn't care about it.
· D) She was happy about the attention.
8. What advice does the video give regarding online safety?
· A) You can send photos to anyone if they seem nice.
· B) It is important to know who you are really talking to and protect your personal data.
· C) Never use Facebook at all.
· D) You should only use fake profiles to meet people.
9. Which organization produced this film about online safety?
· A) A local police department.
· B) NHFT (Northamptonshire Healthcare NHS Foundation Trust).
· C) Facebook's security team.
· D) Students from a film school.
10. What does the title of the video 'Protective Behaviours' refer to?
· [bookmark: _GoBack]A) Self-defence martial arts.
· B) Strategies that help people stay safe both online and offline.
· C) Using anti-virus software on computers.
[bookmark: _Toc221328056]ANSWER KEY (FOR TEACHERS)
1. B (He didn't feel confident or good-looking enough.)
2. B (18 years old)
3. B (He looked handsome and friendly in his profile picture.)
4. C (To send a photo of herself without a top on.)
5. B (It ended up on the internet and spread to everyone.)
6. B (The police took his laptop and he had to attend a lecture.)
7. B (She was very upset and didn't know what to do.)
8. B (It is important to know who you are really talking to.)
9. B (NHFT - Northamptonshire Healthcare NHS Foundation Trust.)
10. B (Strategies that help people stay safe online and offline.)
[bookmark: _Toc221262440][bookmark: _Toc221325699][bookmark: _Toc221328057]Forrás: 
https://gemini.google.com/share/4db20e14a21a
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